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Risks for Users

Dec 02,2022 | 1minread | Erick Galinkin

Liz Truss's personal phone hacked by Putin's
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n r @e kaspersky - Jun 1
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S pywa re Ve nd O rS u Se We've discovered a new cyberattack against iOS called Triangulation. Threat Advisory
- - The attack starts with iMessage with a malicious attachment, which, —> Learn More
( O dayS and n days using a number of vulnerabilities in iOS installs spyware. No user
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Lookout Discovers
Android Spyware
Tied to Iranian Police
Targeting Minorities:
BouldSpy
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})g Take pictures using front & back cameras

Record audio from calls

Record from the microphone (“hot mic”)

Exfiltrate and remove keychain items
Generate iCloud 2FA passwords

Search through device files & databases
Clean up its own traces

Track location
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This Cybercrime Syndicate Pre-Infected Over 8.9
Million Android Phones Worldwide

) May 18,2023 & Ravie Lakshmanan
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Load
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A cybercrime enterprise known as Lemon Group is leveraging millions of pre-infected Android

smartphones worldwide to carry out their malicious operations, posing significant supply chain risks.
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https://www.instagram.com/reel/CnddAOCK3ui/?hl=en






https://www.youtube.com/watch?v=aP8yrkkLWlM
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Lost Mode Erase iPhone
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About 312,000,000 results (0.35 seconds)
Download on the
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' App Store

Telegram Desktop
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Data Linked to You

The following data may be collected and linked to your identity:

© Health & Fitness Purchases
om Financial Info Location
@ Contact Info Contacts

[Py User Content Search History

@ Browsing History Identifiers

g8l Usage Data Sensitive Info

@ OfF 6 ®» A B

£+ Diagnostics Other Data



Triple Threat

NSO Group’s Pegasus Spyware Returns in 2022 with a
Trio of i0S 15 and i0S 16 Zero-Click Exploit Chains

By Bill Marczak, John Scott-Railton, Bahr Abdul Razzak, and Ron Deibert April 18, 2023

< Back Lockdown Mode

From 10S 16

Friday, September 9

Lockdown Mode 9 g 4 1
Lockdown Mode is an extreme, optional protection ]

that should only be used if you believe you may be
personally targeted by a highly sophisticated
cyberattack. Most people are never targeted by Notification Center

attacks of this nature.

function as it typically does. Apps, websites, and [redacted]@gmail.com attempted
features will be strictly limited for security, and to access a Home.
some experiences will be completely unavailable.

When iPhone is in Lockdown Mode, it will not % Lockdown Mode block... Yesterday

[redacted]@yahoo.com attempted

T — Lockdown Mode block... Mon
b to access a Home.

Turn On Lockdown Mode




https://landing.qgooqgle.com/advancedprotection/

via Physical Security Key or Bluetooth Devices (no SMS or Authenticator)

O
AN
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} Limit Access to Google Services from non-Google Apps

Advanced Phishing Detection and Warning & Blocking Unauthorized Access

O
/f Restricts High-risk Activities, e.g., Download files or Grant access to 3" party apps

Ability to use Google's Chrome browser in a more secure configuration
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Netbanking

Research Papers
Medical Records
Tor

lllegal
Information

Private Forums

Private Networks

Hidden Wiki

Anonymous

Silk Road




Phishing
Awareness

Incognito
Browsing

Avoid
Suspicious
Downloads

Secure
Browser

Regular
Updates

Privacy
Settings

Cookie
Management

Add-ons &
Extensions

Password
Management
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Roaming Mantis implements new DNS User device
changer in its malicious mobile app in 2022

\l/ Wroba.o
(DNS changer)

Android
v Malicious APK

p——— e — Wroba.o/Agent.eq
Landing page
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|
|
|

Compromised
DNS settings

e — /\

Wi-Fi router | Phishing site

Rogue DNS

Infection flow with DNS hijacking






New Dark Web Audit Reveals
~ 15 Billion Stolen Logins
.| From 100,000 Breaches
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f Password cracking with NVIDIA RTX 4090

N 642 views - 15 hours ago SINGAPOI ...more




Password cracking with NVIDIA RTX 4090

642 views - 15 hours ago SINGAPOF _.more

Yaniv Hoffman 28.7K Subscribe
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Your info was found on
See if your Gmail address the dark web
is on the dark web SRR —
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Q.  Run one-off scans 1o see if your er Set Up two-step authentication to
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Username

Password

User Logs in with
Username & Password

SIM SWAP
Fraud

My Account

123 456

Authenticator App Generates
(OTP) Code on Phone

D -
3

AUTHENTICATED

Een®

User Enters the
(OTP) Code and is granted
access to the account.







/i/D https://bitwarden.com/blog/introducing-bitwarden-send-for-secure-sharing/



https://bitwarden.com/blog/introducing-bitwarden-send-for-secure-sharing/
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WhatsApp cannot be trusted

(®) Foad Dabiri & M @foaddabiri - 4

WhatsApp has been using the microphone in the
background, while | was asleep and since | woke
up at 6AM (and that's just a part of the timeline!)
What's going on?

WhatsApp

26 mins

WhatsApp

2 mins

WhatsApp

4:41 AM WhatsApp

14 mins

WhatsApp
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Browsers

DNS Leak Cybersecurity Awareness

Don’t Use Public Wi-Fi Hotspots (MITM)
O

Using AV and Ad
Blocker

} Updatmg YOUI’ Ap_pS/SyStem Avoid using End-of-Life
Enable Disk Encryption & Out-dated Systems
O
. /i/)




2. Know Before INSTALL Let’s NOT Fall
3. NO PASSWORD Reuse, to STOP Abuse

4. Keep EVERYTHING Up-To-Date, to not become a BAIT




