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The culture of the original Internet was 

One of Trust.

Leonard Kleinrock

October 29th , 1969
10:30pm, the first message transferred over the ARPANET 

UCLA  Stanford

ACM Mobicom 2016, NYC
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A Brief History of the Internet
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شوندمیتقسیمدستهدوبهشرک تها

اندشدههککهشرک تهای  ی
و

شدخواهندهککهشرک تهای  ی

خواهندقراردستهیکدرهمگیدرنهایت
نهای  یوگرفت

 
هکدوبارهاندشدههککها
شدخواهند مولررابرت. – مریکافدرالپلیساسبقرییس

 
ا
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Cyber 

Awareness
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Cyber 

Awareness
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Phishing

Smishing

Vishing

یا
 
؟دارهکاری انجامدرخواستشماازپیامفرستندها

یا
 
؟میشناسیدرو پیامفرستندهشماا
یا
 
؟دداشتیرو پیامیچنیندریافتانتظارشماا

یا
 
داره؟رو شمااحساساتوعواطفتحریکقصدپیاما

https://www.instagram.com/reel/CnddAOCK3ui/?hl=en
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Hackers try to 

manipulate people 

even using AI

https://www.instagram.com/reel/CnddAOCK3ui/?hl=en


Smart Phone Physical Security

Pattern

Biometric

Passcode

Password for your 

Smartphone

Screen Lock

Infected

Public 

Charging 

Stations

USB data blocker
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Smart Phone Physical Security

Infecting Computer and Phones via Only a USB Cable 

9/30 https://www.youtube.com/watch?v=aP8yrkkLWlM

https://www.youtube.com/watch?v=aP8yrkkLWlM


Smart Phone Physical Security

2G

Put your phone in 

Flight-mode and 

Disable Bluetooth 

to Reduce your 

Wireless Footprint

Enable Remote 

Wipe (Erase) for 

your phone and 

know how to do it
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پس

کوچه

paskoocheh.com

Smart Phone Application Security

Only Install Applications which is coming 

from Known and Trusted Sources 

This is VITAL !
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Smart Phone Application Security

Check What 

Details Linked 

to Your Identity 

is Collected by 

the Applications
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Lockdown mode in iPhone 

From iOS 16
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Google Advanced Protection Program (APP)

1. Two-Factor Authentication (2FA)

2. Tightened Account Access 

Limit Access to Google Services from non-Google Apps

via Physical Security Key or Bluetooth Devices (no SMS or Authenticator)

3. Enhanced Email Protection

Advanced Phishing Detection and Warning & Blocking Unauthorized Access

4. Stronger Security Control

Restricts High-risk Activities, e.g., Download files or Grant access to 3rd party apps

5. Extra Protection Against Malware

https://landing.google.com/advancedprotection/

Ability to use Google's Chrome browser in a more secure configuration
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https://landing.google.com/advancedprotection/


# 1
ازاعتمادموردونزدیکدوستیککنیدتصور 
یکامنارسالبرایکهمیکنهدرخواستشما
نباکهافزاری نرمشمابهفایل

 
شنای  یا

 
قبلیا

ددانلولینکوکنیدنصبخودگوشیدررو ندارید
شمابرایتلگرامیکانالیکازرو افزارنرماین

اینتوسطفایلانتقالبرایشمادوست .میفرستد
ردکهممکنهویامنیتوداردعجلهبشدتبرنامه

باشهمخاطره . 
؟میدهیدانجامکاری چهموقعیتیچنیندر
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Online/Web Security

How the REAL 

Internet looks like?

https://www.torproject.org
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Web 
Securi

ty

Secure 
Browser

HTTPS/DOT

Regular 
Updates

Privacy 
Settings

Cookie 
Management

Add-ons & 
Extensions

Password
Management

Avoid 
Suspicious 
Downloads

Incognito 
Browsing

AV & Ad-
Blocker

Trusted
VPNs

Phishing 
Awareness

Online/Web Security

12 Key Points 

to Minimize Security

and Privacy Risks on 

the Internet
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Stay Anonymous

Trusted 
VPN

No-Log 
Policy

Strong
Encryption

Servers
Locations

DNS Leak 
Protection

Kill 
Switch

Clean Footprint

Emails

Social

Media

Secure 

Browser

Private/Incognito browsing

Online/Web Security
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Online/Web Security

Remember that If you’ve been hacked

It is not JUST you. 

Anyone in your Home/Office network 

can be affected and get hacked.
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# 2
سایتهایوبتمامیواجتماعیهایشبکههمه

وری بهاقدامتجاری 
 
شخصیاطلاعاتگردا

ارسالجهتکاربرانکردندنبالوکاربران
نهابرایهدفمندتبلیغات

 
میکنندا چنیندر .

بکارمیتوانراهکاری واستراتژی چهشرایطی
فضایدراطرافیانمانوخودامنیتتابست
؟دهیمارتقارو مجازی 

.دنیکپیشنهادخصوصایندرموثروسادهراهکاریک
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Password Security

Too Many 

Data Breaches 

on Daily basis 

to Track

Personal Info 

and Passwords 

are on Sale on 

the Dark Web
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Password Security

Using Powerful 

Computers and GPUs, 

Hackers are able to 

Crack the Password 

Hashes and get your 

Plain Text Password.
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https://haveibeenpwned.com

Password Security

a website that allows Internet users to check whether their 

personal data has been compromised by data breaches
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Password Security

With a Google One 

membership, you can set 

up a profile to monitor 

the Dark Web so you 

can learn if your personal 

information is found in 

Security Breaches.
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Office

2-Factor Authentication (2FA)

Google 

Authenticator
SIM Card 

(Phone No.)
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Password Manager

1Password

Bitwarden

Dashlane

2FA and Passwordless Auth
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Password Sharing

Using Two Separate Channels (Email, Secure Chat, Phone)

Or a Password Manager

https://bitwarden.com/blog/introducing-bitwarden-send-for-secure-sharing/27/30

https://bitwarden.com/blog/introducing-bitwarden-send-for-secure-sharing/


# 3 الگوبراساسکهپسوردهای  یازاستفاده
مرغعلیمیکنندبازرو گوشیقفل

هکممکنهاونهاازاستفادهدرسهولت
 .دازهبنمخاطرهبهرو شماگوشیامنیت

؟اددکاهشرو خصوصایندراحتمالیریسکهایمیتوانچطور 

؟داشتدخواهبهمراهریسکهای  یچهپسوردهانوع اینازاستفاده
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App Privacy Report

1. Open "Settings" on your Android phone. 

2. Scroll down & tap on "Apps & notifications." 

3. Tap on "See all apps." 

4. Select the app you want to check. 

5. Tap on "Permissions." 

6. Look for "Microphone" option and tap on it. 

7. Here, you can see when the app last used microphone.

Android

https://www.instagram.com/reel/CsF8hNptcLX/?hl=en
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https://www.instagram.com/reel/CsF8hNptcLX/?hl=en


Recap

HTTPS/HSTS

DNS Leak

Trusted VPNs

Browsers

Updating Your Apps/System

Cybersecurity Awareness

Don’t Visit Unknown Sites

Don’t Click on Unknown Links

Don’t Download Unknown Files

Don’t Use Public Wi-Fi Hotspots (MITM)

Using AV and Ad 

Blocker

Enable Disk Encryption
Avoid using End-of-Life 

& Out-dated Systems
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https://linktr.ee/5tuxnet

Thank You Q & A


