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A hacking group called "Rise to Overthrow" published an image
of the Basi) membership card #,lpl_az ;2,542 The Minister of
Foreign Affairs of the 13th Islamic Republic has informed the
"Stop” website of #,Lgllve yol

This news was published while today, Sunday, May 15, 1398, the
Iranian Foreign Ministry internet stations were out of service and
the message of "update the system” was published on them.

In addition to announcing the infiltration of the Ministry of
Foreign Affairs, the hacking group called "rise to the overthrow”
has published some of the ministry’s documents, including the
personal information of senior managers and eleven thousand
employees of the institution.

The hacking group also claimed that the number of State
Department bases that have been out of reach is 1,300 sites and
systems.

The "Rise to Overthrow™ hacking group also claimed to have
hacked documents such as the list of Foreign Ministry employees
and Islamic Republic agencies in all countries.

Since the beginning of the social movement "Women, Life,
Freedom” so far, many websites and government systems in Iran
have been hacked by various groups.

In one of the examples of influence, on October 16, 1971, during
the speech of the leader of the Islamic Republic, the government
TV and TV Mews Metwork was hacked and instead of Ali
Khamenei's pictures and words, the slogan of Woman, Life,
Freedom was broadcasted.

In the moments when the news network was hacked, in addition
to the chants of women, life, freedom, on the TV screen, a picture
of Ali Khamenei burning in fire was shown with the words next to
it: "Liar Shepherd”.
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explanation

N

Duodenal '

Bahrami 8816

Ismaili office -

Hossein Bor
Ahmadi 919820264 2

Mr. Shirani 8022

Zandi office
9124018847

Dofter Mohammadi
- Javadi

2089 Zandi
9127010953

Rozbahani Di]’ice

22297003

Civil office

Alnng
9121245457

9124362988

9121126040

9122346451
9127006074
9122183645

9121221217

9121975021

9123702312
9122075516

9123274950

9122183751
9128264396
9121592187
9122014060
9352155103

9128300343

Phone list of deputy and general managers "

Office
phone

BB02-8888
8817-8815

4815-16

23356

2T27-2720
3179-3149

8110-2154

8853
8888

2090-1

2371-2 !

4510-11 _l-

Sida

High official of the ministry

Shaver Minister and Director General of Ministry and Supervision §

2099
Director General of Ceremonies

Dirkal review reports -l
Qul y> JS 340

The director general of the central core of the selection of
3093 special representatives of the president in affairs

(:jl -.”T‘ . -f' w

Advisor to the Minister on Coordination and Representative Affairs

U Liails sl Jaal 33 nj__: [
Head of Minister's Follow-up Department
Head of the office of the ministry

& Deputy Minister of Economic Diplomacy

Political deputy

_"n.fic:e President of Legal and International Affairs

Ry ==

225142-3 )
3030-1
' 22802666

4154-3

9127010681
9121082975

20489

2059

Daputy 66714963 Administrative and Financial

Vice President of lranians and Parliament
Affairs, Head of the Center for Political and International
Studies

Deputy Public Diplomacy and Media
[SEInhEEman]

Senior Assistant Minister for Special Political
Plffaim

Assistant Minister

name and last name

Mr. Dr. Amir
Abd_mhian

Mr. Al Habib

Mr. _Mehdi Hanrdnst

Mr. Reza Loffi
Mr. Mansoor S_hakib
Mehr, Mr. Abulfazl is liked

Mr. Qomi_

Mr. Mohammad Ebrahim

Taherian Fard

Mr. Masih the refugee
Mr. Mehdi Hamzei

Mr. Dr. Mehdi Safari
Mr. Dr. All Bagheri

}f.eni
Mr. Reza Najafi
Mr. Mohammad Fathali 2257

Mr. Seyyed Kazem Sajjadi
Mr. Mohammad Hassan

Sheikhul islami |

Mr. Saeed Khatibzadeh

Mr. Ali Asghar Khaji

Mr. Sanai

first
\ )



07/05/23, 20:56 Ministry of Foreign Affairs of the Islamic Republic of Iran- Ministrinfo
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Islamic Republic of Iran
Minisiry of Foreign Affairs

Minister of Foreign Affairs communication with the Minister News

Dr.Hossein Amir-Abdollahian

Contact : y

Education
1. 1987-1991 School of International Relations of the Ministry of Foreign BA in Diplomatic Relations
Affairs, Tehran
2. 1994-1996 College of Law and Political Sciences of the University of Tehran MA in International
Relations
3. 2006-2010 PhD in International Relations, University of Tehran; PhD in International
Relations
Employment
1. 1997- Counsellor, Deputy Ambassador in Iraq Embassy of Iran in Baghdad
2001
2. 2001- Deputy Head of Department, Directorate General of Persian Ministry of Foreign Affairs, Tehran
2003 Gulf, MFA
3. 2003- Deputy Special Assistant to the Minister of Foreign Ministry of Foreign Affairs, Tehran
2006 Affairson Iraq Affairs, MFA
4, 2005- Member of the Political-Security Committee of Nuclear Negotiations with EU3
2006 Negotiating Team with EU-3
5. 2006- Deputy Director General,Persian GulfDirectorate General, Ministry of Foreign Affairs, Tehran
2007 MFA
6. 2006- Chief of Special Ad Hoc Committee on Irag, MFA Ministry of Foreign Affairs, Tehran
2007
7. 2007 Member of Iran Negotiating Team in the Trilateral Talks : Trilateral negotiations between Iran, Iraq
Iran, Iraqg, United States and the United States

https://fen.mfa.gov.ir/portal/ministrinfo/33618 1/3


https://twitter.com/Amirabdolahian
https://www.instagram.com/Amirabdollahianhossein
https://en.mfa.gov.ir/

07/05/23, 20:56

10.

11.

12.

2007-
2010

2010-
2011

2011-
2016

2016-
2021

2021

Ministry of Foreign Affairs of the Islamic Republic of Iran- Ministrinfo

Ambassador in kingdom of Bahrain

Director General ofPersian Gulf & Middle East, MFA

Deputy Foreign Minister for Arab and African Affairs, MFA

Special Assistant to the Speaker and Director General for

International Affairs of the Parliament

Minister of Foreign Affairs.

Teaching Experience

Books

Bahrain

Ministry of Foreign Affairs, Tehran

Ministry of Foreign Affairs, Tehran

Islamic Consultative Assembly of the

Islamic Republic of Iran

Islamic Republic of Iran

Supervisor/Advisor /Postgraduate University of Tehran, Allameh Tabataba'i University, National
dissertations and theses Defense University, School of International Relations
Lecturer Faculty of World Studies, University of Tehran, Iran

Lecturer School of International Relations, Tehran

The Contradictory Democracy of the United States of American in New Iraq, Media Publications, Tehran

Inefficiency of the American Greater Middle East Initiative, Fourth Edition, Center of International Research and

Education Publications, Ministry of Foreign Affairs, Tehran

Morning of Sham, Sixth Edition, Sooreh Mehr Publications, Tehran

The US Double Containment Strategy, Besat Publications, Tehran

Journal Papers

The US Double Containment Policy in DAMATO, Journal of the College of Law and Political Sciences of the

University of Tehran, Tehran

Baghdad-Washington Security Pact: the US Behavior in New Iraq, Foreign Policy Quarterly, Institute for Political and

International Studies, Tehran

The Middle East Developments; the Case-study of Bahrain, Strategic Studies Quarterly, Tehran

The Syria Crisis and Unstable Regional Security, Strategic Studies Quarterly, Tehran

Syria Developments Analysis and its Outcomes, Journal of International Conference, University of Allameh

Tabatabaei Quarterly, Tehran

Academic Membership

Founding Member/ West Asia Studies Center, International Relations Think Tank, Tehran

Editorial Board Member/ Foreign Policy Studies Quarterly, University of Tehran

Founding Member/West Asia Studies Center, International Relations Think Tank, Tehran

https://fen.mfa.gov.ir/portal/ministrinfo/33618
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An ID card of IRGC’s Basij paramilitary forces belonging to Iran’s Foreign Minister Hossein
Amir-Abdollahian was among the documents leaked on May 7, 2023

Hacktivists Target Iran's Foreign Ministry,
Leak Trove Of Data

5hoursago 3 minutes

Author: Iran International Newsroom

Iran Iran Protests

An Iranian group has hacked into the Islamic Republic’s foreign ministry
servers, disabling 210 sites and online services and leaking a large batch of

documents.

The hacktivist group ‘Uprising till Overthrow', affiliated with the Albania-based
opposition Mujahideen-e Khalg (MEK) group, released hundreds of
identification documents, minutes of meetings, the ministry’s
correspondence, phone numbers of ministry officials, and the names of

11,000 employees of the foreign ministry, among others.

https://www.iranintl.com/en/202305079860 114


https://www.iranintl.com/en/author/iran-international-newsroom
https://www.iranintl.com/en/iran-en
https://www.iranintl.com/en/iran-protests
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A sample of the leaked documents

According to the telegram channel of the hackers, all the sites related to the
ministry such as the Islamic Republic’'s embassies, and affiliated
organizations were targeted, showing a landing page with photos of the
leaders of MEK as well as photos of Iran's Supreme Leader Ali Khamenei and

President Raisi with red crosses over them.

Also on the page, there were slogans of “Death to Khamenei” and “Hail to
Rajavi”, the current leader of the opposition group. “There is a great revolution
underway in Iran. The uprising will continue until the palace of oppression is
demolished. Iran's democratic revolution will be victorious,” read the message

on the pages. Most of the pages were down midday on Sunday.

A screenshot of one of Iran’s Foreign Ministry’s websites after a hack by
hacktivist group ‘Uprising till Overthrow' on May 7, 2023

The ‘Uprising till Overthrow' had already hacked and deactivated several
regime’s websites and services. In June 2022, it hacked over 5,000 security
cameras of state bodies and 150 websites belonging to Tehran

Municipality, displaying similar slogans on the websites and releasing internal
data.

The hack comes after another cyberassault in March on the portal of the
Ministry of Culture and Islamic Guidance (Ershad) and its affiliated websites
showing the photos of the Rajavis and calling for the death of the country’s

supreme leader.

https://www.iranintl.com/en/202305079860 2/14


https://www.iranintl.com/en/202206025165
https://www.iranintl.com/en/202206025165
https://www.iranintl.com/en/202203146632
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Hacktivists Target Iran’s Foreign Ministry, Leak Trove Of Data
Iran International English & L 4
@IranIntl_En - Follow

An Iranian hacktivist group named
“Uprising till Overthrow” says it has
hacked and deactivated over 5,000
security cameras of state bodies & 150
websites of Tehran Municipality,
displaying slogans on the websites
including "Death to Khamenei” and
“Damn You Khomeini".

12:32 PM - Jun 2, 2022 @)

Daad tha fiilll ~Aanvarcatinn An Tuiittar

Since the beginning of the current wave of protests in mid-September, several

hacking groups have targeted state websites and online services. They have

released numerous documents and have disrupted hundreds of surveillance

cameras.

Iran International English & - Jun 2, 2022 y
@lranintl_En - Follow

Replying to @IranIntl_En

Municipality of Tehran confirmed the attack, saying
the "“intentional disruption” of its portals resulted in
display of “insulting” images on those websites.

Iran International English &
@IranIntl_En - Follow

The hacktivist group “Uprising till Overthrow”
is affiliated with MEK, and has displayed
photos of the group’s leaders
@Maryam_Rajavi_A and Masoud Rajavi on
the websites of Tehran Municipality ahead of
the death anniversary of Khomeini, the
founder of the Islamic Repubilic.

https://www.iranintl.com/en/202305079860
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The documents leaked on Sunday also revealed the Islamic Republic’s
continuous efforts and correspondence with European officials to finalize a
prisoner swap deal with Belgium, which would see jailed Iranian diplomat
Asadollah Assadi released in exchange for the detained Belgian aid worker

Olivier Vandecasteele.

The Belgian Constitutional Court upheld a prisoner exchange treaty with Iran
in March that could result in Assadi being swapped for Vandecasteele. The

MEK mounted a fierce campaign against the deal, challenging the extradition.

Former Iranian embassy attaché, Asadollah Asadi, 51, is currently serving a
20-year sentence in Belgium for alleged attempted murder and involvement in
terrorism for his role in plotting a bomb attack during an MEK event near Paris
in 2018. Asadi, the only Iranian diplomat ever brought to trial in Europe for
direct involvement in terrorism was arrested in Germany, where he did not
enjoy diplomatic immunity while he was on holiday. German authorities later

extradited Assadi to Belgium. He was a diplomat in Iran’s embassy in Austria.

Iranian diplomat Asadollah Assadi (left) and Belgian aid worker Olivier
Vandecasteele

Security forces in Iran arrested aid worker Olivier Vandecasteele, 41, who has
worked in a variety of humanitarian agencies since at least 2006. In January,
the Islamic Republic’s judiciary sentenced Vandecasteele, who was detained
in 2022, to 40 years in prison and 74 lashes for alleged “spying and
cooperation with the United States, money laundering and smuggling
$500,000 out of Iran.”

Iran has been accused of wrongfully detaining at least a dozen foreign and
dual nationals on trumped up charges, effectively as hostages to extract
concessions from Western governments. Most of them are held on spurious

spying charges.
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Hossein Amir-Abdollahian

From Wikipedia, the free encyclopedia

Hossein Amir-Abdollahian (Persian: ctellue ) (aes; born 1964) is an Iranian politician, diplomat and current foreign . .
minister of Iran.[*] He was formerly the deputy foreign minister for Arab and African Affairs from 2011 to 2016.1 Hossein Amir-
Abdollahian

He was special aide to the speaker of the Iranian Parliament on international affairs, Director General of International Affairs of
the Islamic Consultative Assembly from the presidency of Ali Larijani to the presidency of Mohammad Bagher Ghalibaf,
Secretary-General of the Permanent Secretariat of the International Conference in Support of the Palestinian Intifada, Managing
Director of Palestine Strategic Dialogue Quarterly.[21314]

He is a well-known figure in the State Department, and his outspoken and active international and regional stance has
highlighted him in the crises of Iraq, Syria, and developments in West Asia and North Africa.[5] He holds a Ph.D. from Tehran
University in international relations.

He was appointed Deputy Foreign Minister during the ministry of Ali Akbar Salehi, which was retained in the first three years of
Mohammad Javad Zarif's ministry. He is currently professor at the State Department's School of International Relations.[®]

After the implicit resignation of Zarif, the name of Amirabdollahian was mentioned by some media outlets as one of the
candidates for the post of minister, who was close to Ali Larijani, the speaker of the then Iranian parliament.[7]

Early life and education

Amirabdollahian was born in 1964 in Damghan. At the age of 6-7, he lost his father. He was married in 1994 and has a son and a Minister of Foreign Affairs

daughter. He holds a Ph.D. from Tehran University in international relations and is said to be fluent in Arabic and English,[”) Incumbent

H h t k English. "
owever he can not speak Englis Assumed office

Affiliation 25 August 2021
President Ebrahim
Amirabdullahian's positions are more reflective of Seyyed Ali Khamenei and do not fit in clearly within either reformists or Raisi

fundamentalist trends in the Iranian political discourse. Some of his stances are in a way that supports the so-called Resistance
Front, which is affiliated with Hezbollah in Lebanon, Syria, and other currents aligned with the Islamic Republic of Iran that are | Preceded by = Mohammad

in conflict with Israel.[8] Javad Zarif
He was a member of the Political and Security Committee of the Nuclear Negotiations during the nuclear talks during the Ambassador of Iran to
presidency of Seyyed Mohammad Khatami. He is the first Iranian official to be invited to London for regional talks after the Bahrain

reopening of the London embassy in Tehran during Hassan Rouhani's first term, and to meet with then-British Foreign Secretary

Philip Hammond. He has detailed regional talks with Federica Mogherini on his file, and has had detailed meetings with UN In office

Secretary-General Ban Ki-moon and Hezbollah-Lebanon Secretary-General Seyed Hassan Nasrallah.[9] 21 August 2007 — 4
September 2010

Negotiation with the United States President Mahmoud

He was the head of the Iranian negotiating team at the Iran-Iraq-US trilateral meeting in Baghdad in 2007. The meeting was held Ahmadinejad

to secure Iraq at the request of the Americans, who called the situation in Iraq dangerous. The talks failed after three sessions | preceded by ~Mohammad
without result. Amirabdollahian later said of the talks that the Americans left the scene when they heard a logical word and did

not have a logical answer. At the beginning of the US negotiations, they thought that they should set the agenda, but the Islamic Farazmand
Republic did not allow them to do so, and it was decided that the agenda should be set by agreement of the parties.[1I[11] Succeeded by Mehdi
Aghajafari

Communication with Qasem Soleimani _
Personal details

He had a close relationship with Qasem Soleimani, and this was due to two decades of responsibility in the Ministry of Foreign | Born 1964
Affairs, especially in the Arab and African positions of the Ministry of Foreign Affairs of Iran. When Soleimani became

commander of the Quds Force, Amirabdollahian was an Iraqi expert at the Foreign Ministry. During the US invasion of Iraq in (age 58-59)
2003, with the overthrow of Saddam, he became in charge of Iraq at the State Department. Damghan,
Amirabdollahian later during a meeting with European delegations and officials said that you should thank the Islamic Republic Semnan
and Soleimani because Soleimani has contributed to world peace and security. He believes that without Soleimani, the major Province,
countries in the region would have disintegrated.[2] Imperial

C State of Iran
areer

Alma mater University of
= The former Deputy Foreign Minister for Arab and African Affairs Tehran
Special aide to the speaker of the Iranian Parliament on international affairs

= Director General of International Affairs of the Islamic Consultative Assembly Iranlz.:m

= Secretary-General of the Permanent Secretariat of the International Conference in Support of the Palestinian Intifada Fc?r(.algn

= Managing Director of Palestine Strategic Dialogue Quarterly Ministry

= Ambassador of the Islamic Republic of Iran in Bahrain College of

= Deputy Director-General of the Persian Gulf Ministry of Foreign Affairs International
= Member of the founding board of the Center for West Asian Studies Relations

Visiting Professor, Faculty of World Studies, University of Tehran
Visiting Professor, Faculty of International Relations, Ministry of Foreign Affairs(131[4]

Research works
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Amirabdollahian wrote "Levant's morning" (ol euo), a narrative of the Syrian crisis. "The inefficiency of the Greater Middle East Plan",(ailw, 9l &)b S1ol,(5U
&, 1), what is the cause of the inefficiency of the Greater Middle East Plan and its relation to the rise of the Islamic Awakening?, "Conflicting US Democracy in the
New Iraq"” (wi> Sle 3 S0l 0axio VUl yo,leio (suwlySe05) and "Dual containment” (ailS9s ,lpo Siilyiwl) Explain the strategy of containment of Iraq and the
Islamic Republic of Iran.[4]
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