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In a groundbreaking revelation, the hacktivist group “GhostSec” announced a
successful breach of Iran’s FANAP Behnama software, a privacy-invading tool
allegedly employed by the Iranian government for citizen surveillance. The
breach exposed approximately 20GB of compromised software, shedding
light on the nation’s significant advancements in surveillance capabilities.
This blog post delves into GhostSec’s actions, motives, and the implications
of their actions in the realm of privacy and human rights.
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The Breach: A Step Towards Transparency

GhostSec, through their official Telegram channel, disclosed the breach of the
Behnama software by FANAP, highlighting the potential consequences for
Iran’s regime. By sharing portions of the source code, the group aimed to
reveal the software’s surveillance capabilities, raising awareness about the
breach’s broader implications. Their meticulous analysis of 20GB of data over
two months unveiled distinctive features, including facial recognition
functionality, enhancing surveillance effectiveness.
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For those who want to have a look while we are uploading all the data, here are some of
the confiqurations files &

.

behnama.yml
KB

fanap_backend.txt

3KB

kafka-swarm.yml

GhostSec leaking “Behnama” in parts on their TG channel

Once we finish to upload all the data, we will explain some of them so everyone can
understand this software.
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GhostSec wants to make the data understandable for everyone

Promoting Privacy and Human Rights

GhostSec’s primary objective was to support Iranian citizens whose privacy
had been compromised. They established the “IRAN EXPOSED” Telegram
channel to share information on the breach, providing screenshots, insights,
and explanations about the compromised software’s functionalities. The
group went a step further by uploading segments of the Behnama code, such
as configuration files and API data, offering a comprehensive view of the
software’s capabilities. GhostSec emphasized that the software’s activities
exceeded its official description, unveiling tools like facial recognition-based
video surveillance, car plate recognition systems, and an ID card printing face
recognition system.
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New surprise, but not so much.

Hey Canada, now are you gonna explain
why the maintainer of Pod (Fanap
company) github is in Toronto ?

He even create server room of Fanap?

GhostSec says that the maintainer of Fanap is in Toronto and not in Iran

A Noteworthy Advancement in Surveillance
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The implications of GhostSec’s revelation are significant. The tools exposed
by the group, which are allegedly utilized by the Iranian government, law
enforcement, and the military, mark a considerable leap in the country’s
surveillance capabilities. The integration of citizens’ data, including facial
profiles, for authentication and access purposes raises questions about
privacy invasion and government control.

GhostSec’s Motivation: A Fight for Privacy

GhostSec’s actions are driven by a strong commitment to human rights and
privacy. Their breach and subsequent exposure of the Behnama software
align with hacktivist principles, aiming to empower the Iranian populace to
demand their privacy rights in the face of increased government surveillance.
By shedding light on these activities, GhostSec seeks to generate attention
and awareness for their cause, positioning themselves as advocates for
human rights.

there is the internal ip list as well in the

same folder :)

GhostSec leaking internal IP list

Impact on FANAP and Future Implications

As part of their disclosure campaign, GhostSec monitored FANAP’s
responses to the breach. The group claimed responsibility for shutting down
the “fanap-infra.com” website and revealed that another website associated
with FANAP was only accessible within Iran. Additionally, the main GitHub
repository of the company was made private. These actions highlight the
immediate impact of GhostSec’s breach on FANAP and its software
operations.

https://osintteam.blog/unveiling-irans-spyware-software-breach-8317b641b 134 5/10



30/08/23, 13:20 Unveiling Iran’s Spyware Software Breach | by Ron Kaminsky | Aug, 2023 | OSINT TEAM
Good news.

).ir made their website only accessible from inside Iran in the last few hours.

- They also made their main github private.

That mean, they are scared.
That mean, it's time to hit harder.
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GhostSec’s breach of the FANAP “Behnama” software has opened Pandora’s
box of questions about privacy, government surveillance, and citizen
empowerment. Their actions, driven by a passion for human rights, have
exposed a web of surveillance tools that could redefine the dynamics
between the Iranian government and its citizens. As the world watches,
GhostSec’s campaign serves as a powerful reminder of the ongoing struggle
for privacy and freedom in the digital age.
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Iran’s Fanap software faces breach by GhostSec hactivist

group
In a recent data breach development that underscores the
intersection of technology, privacy, and civil liberties, Iran's own
software, Behnama, devel...
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The world will know.
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Iran spyware breached and exposed by GhostSec | Cybernews
Hacktivist and privacy rights group says it hacked into spyware
used by the Islamist government to track its citizens.
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GhostSec staying tuned on the latest news.

Iran Spyware Data Breach Human Rights
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